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1. EXECUTIVE SUMMARY 

Kerala was the first State in India to report COVID-19 cases in January 2020, significantly 

earlier than when a nation-wide lock down was effected on 23r March 2020. As a 

progressive state, Kerala, has successtully in the past batled pandemic like situations 

especially related to the Nipah Virus in 2018-19. 

The Kerala Disaster Management Authority (KSDMA) had projected in its studies that the 

state would be burdened with far more COVID-19 cases than the existing healthcare facilities 

could accommodate. Independent studies projected more than 9 million cases by the end of 

April in the state. It was felt that the state needed to quickly upgrade its monitoring facilities 

related to contact tracing and working on obsolete Excel spreadsheets would not help it with 

the expected deluge of COVID-19 cases. 

The IT Departmer entered into multiple agreements with US-based SprinkBr Inc. as it was 

felt that the state needed multi-dimensional data-analytics solutions related to COVID-19 

cases. US-based Sprinklr Inc., which has a CEO who is of Kerala origin, had offered its 

Software as a Service (SAAS) products for the purpose of COVID-19 containment on a pro- 

bono basis and the offer was to host their data analytic platform in India, process the data and 

provide analysis quickly. 

It was decided that data will be initially hosted in the computers of Sprinklr Inc. hired by 

them at Amazon Web Services (AWs) Mumbai. The entire data and applications would then 

be transferred to computers of CDIT as soon as the same was ready. The data was however, 

to be managed by Sprinklr Inc. at all times. This process continued till the early part of the 

first week of April 2020. Data from the computer systems of Sprinklr Inc. was transferred to 

computer systems of CDIT on the 17th of April 2020. 

Certain issues related to data privacy and security were raised in the public domain as well as 

the process of engagement of Sprinklr Inc and the government constituted a committee on 

20th April 2020 by the GO (Ms) No. 79/2020/GAD consisting of Chaiman, Shri M 

Madhavan Nambiar, IAS (Retd.), and Dr Gulshan Rai, fortmer Cyber Security Coordinator, 

Government of India in place by GO Ms) No. 146/2020/GAD dated 13h Aug 2020. 
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The Committee followed a detailed methodology involving virtual interactions and 

questionnaires to the stakeholders involved and also studied in detail the Agreements which 

were executed by Mr M. Sivasankar IAS, Principol Secretary, Departnent of Infornation 

Technology, Govenment of Kerala with Sprinklr lne. 

On analysis, prima facio, it was clear that all the Agreements were not negotiated or 

discussed threadbare and it granted omnibus rights on customer content to Sprinklr Inc, It 

would be very diflicult to enforce penalty for any violation of the Agreement Clauses 

(including Breach of Privacy, Confidentiality and Security of Data) as the Jurisdiction of the 

Agreements was at Courts of New York, USA. 

It is clear to the Committe, that the Principal Secretary, Information Technology 

Department, did not comply with laid out procedures, in executing the Agreement with 

Sprinklr Inc, acted unilaterally, without any discussions with other stakeholder arms of the 

State Government including the Health Department, the Law Department and did not even 

inform the Chief Secretary of the Govemment of Kerala. 

By-passing the Crisis Management Group, headed by the Chief Secretary, the then Principal 

Secretary Information Technology installed a Digital Platform for managing the data 

complexities arising out of the COVID-19 pandemic. The Agreement with Sprinklr Inc. was 

also executed in a hasty manner without any approval from the Chief Minister, who also 

holds the Information Technology portfolio. 

The Committee has also found certain lacunae in the capabilities of the Infomation 

Technology Department in its understanding and selection and implementation of data 

analytic digital platforms. The gaps and weaknesses are related to technical skills and lack of 

processes. The Committee had recommended several measures to bridge the gap and 

weakness of the system particularly the upgradation of the skills, processes and 

implementation of digital platforms. These recommendations include; putting in place robust 

measures for enhancing the quality of IT infrastnucture, with a specific focus on cyber 

security and data protection of citizens; strengthening governance structures to ensure a clear 

system of checks and balances and strong mechanisms for convergence and coordination 

across departments, 
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2. BACKGROUND 

Kerala was the first State in India to report the incidence of COVID-19 virus way back in 

January 2020. Leveraging the strength of its decentralized healthcare infrastructure and 

experience gained from efective containment of the Nipah outbrcak in 2018 and 2019, the 

Govermment of Kerala had deployed effective strategies to contain the spread of COVID-19, 

in January itself. However, the return of Keralites from other parts of the globe where the 

pandemic had devastating efects had once again increased the incidence of the disease 

during the month of March. The Kerala Disaster Management Authority (KSDMA), through 

its various studies had predicted exponential growth in the number of patients with people 

requiring critical hospital care estimated to be far more than the capacity of the state's 

organized health care facilities. KSDMA predictions in this regard are given in the table 

below. These projections, which' were quite alarming, were made on 28th March 2020. 

Expected COVID-19 incidence in Kerala by April third week 1.25 Cr 

Symptomatic patients by April third week 90 Lakhs 

People needing hospitalization by April third week 9 Lakhs 

People who would require 1CU treatment by April third week 2 Lakhs 
(SOURCE: KSDMA Report) 

Similarly, a group of experts associated with the Centre of Disease Dynamics, Economics & 

Policy, and Johns Hopkins University estimated that by 25th of April, there would be 80 Lakh 

people in Kerala affected by COVID-19. It was also seen that in several parts of the world, 

like Italy, USA, Spain etc. the existing healthcare system became extremely stressed resulting 

in substantial casualties. 

Kerala, with its high population density and influx of a large number of people from infected 

regions was extremely susceptible to widespread virus outbreak and casualties in the short 

run. Kerala also had a large vulnerable population of about 50 lakhs - those who had 

comorbidities and who were above 60 years of age. 

Kerala's strategy for containing the disease was to quickly track & trace, isolate alongside 

regular symptoms monitoring. The potential contact data of people who could be infected 

was gleaned from flight passenger manifests, spreadsheets from various points like airports, 
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hospitals, railway stations, supermarkets, WhatsApp messages from various points. As the 

number of patients & their potential contacts reached a very high number, manual tabulation 

of such disparate infomation in unsecure forms like spreadsheets became very 
cumbersome 

&Kerala realized that this method could not be scaled effectively. 

3. FACTS OF THE CASE 

Considering the need for a multi-dimensional data-analytics solution, an informal Technical 

Group chaired by the Principal Secretary, IT Department of Govemment of Kerala was set 

up. It comprised of Heads of all institutions under IT Department, viz., Director KSITM and 

CDIT, Director TM-K, CEO IT parks and MD KSTTIL. Representatives of other 

concemed Departments such as health, LSGD and KSDMA also attended the meetings. 

Mostly the meetings were conducted through virtual mode WhatsApp. Nevertheless, few 

meetings did take place in the physical presence of the members. The IT Department had 

identified Sprinkir Inc. - a Company offering Software as a Service (SAAS) and specializing 

in multi-dimensional data analysis of structured & unstructured data. The said company had 

earlier got in touch with the govemment and offered its product for the purpose of COVID 

19 containment on a pro-bono basis. The offer was to host their data analytic platform in 

India, process the data and provide analysis quickly. 

In the Committee's inquiry with the then Secretary-1T, Mr. M Sivasankar IAS, and the other 

Officers of IT Department, it was informed that Sprinklr Inc. was chosen & implemented as a 

one stop solution for all data needs for managing COVID-19 pandemic due to the following 

reasons: 

The technical group of the IT Department did an evaluation of the product and it was 

found that the product would serve the purpose. 

The product was offered free of cost. 

Ease of deployment. 

It was decided that data will be initially hosted in the computers of Sprinklr Inc. hired by 

them at Amazon Web Services (AWS) Mumbai. The entire data and applications will be 

lransferred to computers of CDIT as soon as the same was ready. The data was however, to 
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be managed by Sprinklr Inc... The appropriate form for collection of data in the field was 

designed by the concerned Departnent of the Kerala Government with the assistance of 

CDIT 

Sprinklr Inc. had set up their Data Analytic Platform on the computer systems hired by them 

on the cloud system of Amazon Web Services (AWS) at Mumbai. The data was collected by 

the field staff of the Kerala government and transferred directly to the computer systems of 

Sprinklr Inc. The record of 1.82 lakh people were entered into the Sprinklr Inc. This process 

continued till the early part of the first week of April 2020. Data from the computer systems 

of Sprinklr Inc. was transfored to computer systems of CDIT on the 17th of April 2020. 

The timelines of main events are summarized in chi nological order in the table below: 

Date 
SI No: Event 

25th March 2020 
Data start uploading in the Cloud computing facility hired by 

Sprinklr Inc. at Amazon Web Services, Mumbai. 

2nd April 2020 
Signing of NDA & Agreement with Sprinklr Inc. effective 

25th March 2020 
2 

6 months w.e.f.| 
25th March 2020 

i.e. upto 
24th September 2020 

Duration of the Agreement 

12 April 2020 
| Clarification on data rights & confidentiality obligations in 

connections with Sprinklr Inc. 

17h April 2020 
Date of transfer of Database from Sprinklr Inc. AWS account 
to CDIT AWS account (Hon'ble Chief Minister, on 15th | 
April 2020, announced the transfer of Data from Sprinklr 
Inc. to CDIT) 

20th April 2020 
Uploading of data in Computer servers of CDIT at AWS,| 
Mumbai 

22nd April 2020 
SAAS application transfer from Sprinklr Inc. AWS to AWS 

account of C-DIT 

16th May 2020 
Instruction from Govt to Sprinklr Inc. to delete the stored 

data from its servers as the data has been migrated to CDIT's 

AWS servers 

8 

21s May 2020 
9 Confirmation on permanent deletion of data by Sprinklr Inc. 
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24th September 2020 

10 Cancellation of the Agreement on expiry of time period 

contract 

4. CONSTITUTION OF THE COMMITTEE 

Even though Sprinklr nc., a company owned by an entrepreneur of Kerala origin had given 

its services Pro Bono for the Government of Kerala for COVID-19 management, certain 

issues were raised in the public domain regarding the privacy and security of the data as well 

as the process of engagement of th� company. Hence, the government constituted a 

committee on 20h April by the GO (Ms) No.79/2020/GAD consisting of Shri M Madhavan 

Nambiar, LAS (Retd.), former Civil Aviation Secretary & former Special Secretary, 

Information Technology, Govermment of India as Chairman and Shri Rajeev Sadanandan IAS 

(Retd.), former Additional Chief Secretary (Health& Family Welfare Department, 

Goverpment of Kerala as member, to get the above issues and other relevant aspects 

examined. 

Subsequentdy, as Shri Rajeev Sadanandan was entrusted with the duty of advising the Hon. 

Chief Minister on matters related to COVID-19 epidemic; based on the suggestion of the 

Chairman, Government nominated Dr Gulshan Rai, former Cyber Security Coordinator, 

Govemment of India in place of Shri Rajeev Sadanandan by GO (Ms) No. 146/2020/GAD 

dated 13th August 2020. 

Committee formation by Government of Kerala 20th April 2020 

13th August 2020 
Nomination of Shri Gulshan Rai instead of Shri Rajeev 

Sadanandan in the committee 

5. TERMS OF REFERENCE OF THE COMMITTEE 

As per the GO (Ms) No.79/2020/GAD, the Committee was to examine the following issues 

related to Sprinklr Inc. 
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1. Whether the privacy of personal and sensitive data of individuals has been 

protected under the Agreements entered into with Sprinklr Inc. 

2. Whetber adequate procedures have been followed while finalizing the 

arrangement with Sprinklr Inc.? 

3. Whether deviations, if any, are fair, justified and reasonable considering the 

extraordinary and critical situation the State was facing at the relevant period? 

4. Any other suggestions for future guidance 

6. PETITION IN THE HON'BLE HIGH COURT OF KERALA 

In the meantime, a bunch of writ petitions were filed in the Hon'ble High Court of Kerala in 

April 2020 on the issues relatipg to privacy and security of health data as well as on 

Agreement and contract awarded by the Kerala Govemment. to Sprinklr Inc. Kerala 

Government, Union of India and Sprinklr Inc. apart from other Departments of Kerala 

Govemment are respondents. Some more writ petitions were filed on 24h June 2020. The 

Kerala Government filed their afñdavit in all the writ petitions in the Hon'ble High Court of 

Kerala on 22nd April 2020. Kerala Government mentioned in the court about setting up of the 

Committe as mentioned in para 3. The petitons came up for hearing for admission on 24th 

April 2020 on which day, an interim order was passed by the Hon'ble High Court. The 

operative part of the order is captured below: 

22. Therfore, as at present, we deem it apposite to confine our focus on esuring that there 

breach of confidentiality of the data collected by the State and processed by Sprinklr 

Inc., and since we are not in a posifion to conclusively persuade ourselves that the terms of 

the impugned contract would effectively ensure it, we feel it requisite to issue the following 

directions as an interim measure; also so as to enable this Court to obtain an overall control 

over the conduct of the parties in terms of the contraet with respect to data congfidentiality. 

23. We are also guided to do so, impelled by the singular intent to ensure that there is no 

"data epidemic" after the COVID-19 epidemic is controlled. 
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24. Resultanthy: 
(a) We hereby direct the Government of Kerala and its concered Departments to 

anoymise all the data that have been collected and collated from the citizens of the 

State with respect to the COVID-19 epidemic, as also with respect to all data to be 

collected in the future and to allow Sprinklr Ine. to have further access to any such 

data onby afier the process of anonymisation is completed. 

b). The Government of Kerala is directed to inform every citizen, from whom data is 

to be taken in future, that such data is likely to be accessed by Sprinklr Inc. or other 

third party service providers and their specific consent to such efect shall be 

obtained in the necessary forms or formats. 

(). We hereby injunct Sprinklr Inc. from commiting any act which will be, directly or 

indirectly, in breach of confidentiality of the data entrusted to them for 
analysis/processing by the Government of Kerala under the impugmed contract/s; and 
that they shall not disclose or part with any such data to ay third party/person/entity 
- of whatever nature or composition -anywhere in the world 

(d). We further order that Sprinklr Inc. shall not, directhy or indirectly. deal with the 

data or any part of it entrusted to them by the Government of Kerala under the 

impugned contract/s, in conflict with the various confidentiality clauses/caveats 

therein; and that they will forthwith entrust back all such data to the Government of 

Kerala as soon as their contractual obligation, as regards its analysis/processing, is 

completed as per the requirements umder the impugned contract/s. 

(e). Since the Government of Kerala has taken the position before us that, according 
to them, no data is available with SprinkBr Inc. as of now, ay residual or secondary 
data available with the latter shall be immediately entrusted back by them to the 
Government and this shall be treated as a peremptory order. 

. As a necessary corollary to the above directions, we further injunct Sprinklr Inc. 
from advertising or representing or holding over to any third party/person/entity - of 
whatever nature or composition that they are in possesslon or have ccess to amy 
data regarding COVID-19 patients or persons vulnerable!susceptible to it; and that 
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they shall not use or exploit any such data, or the name and the official logo of the Government of Kerala, direetly or indirectly, for any commercial benefit and will deal with such in full confidence to the citizens of Kerala. 
List these matters on 18.5.2020 for further consideration, within which be discussed in the appropriate paras of this report" 

7. METHODOLOGY AND QUESTIONNAIRES 
The committee followed a structured evidence-based approach in undertaking its work. All 
the meetings were held virtually. A Three-Tiered approach was followed. The 1-Tier consisted of initial briefing on the case by the IT Department of the Kerala Govermment. The information, documentation and facts of the case were sought on emails. The information and documents so received were analysed. The 20d-Tier comprised of the preparation of detailed questionnaires and sending to such key officials of the Technical Committee set up by IT Dupartment, for providing necessary additional information on their specific roles and measures which were adopted in the selection of Data Analytic Platfom, selection of Sprinklr Inc, decision making process, collectin of data, implementation and mechanism of ensuring security and privacy of Data. The questionnaires were sent to four oficials and I'rincipal Secretary, IT Department. Verbal interactions were had with the then Chief Secretary, Mr Tom Jose, and the Health Secretary, Dr. Rajan. N. Khobragade Government of Kerala. The responses received from these officials were analysed. The 3rTier detailed interactions were held with all such officials to whom questionnaires were sent. The report of the committee is based on the information provided officially and interactions made with hese officials. 

8. AGREEMENT WITH SPRINKLR INC 

Mr. M Sivasankar, Principal Secretary (1T), on 2nd April 2020 executed an Agreement with 
Sprinklr Inc. The Agreement was effective from 24th March 2020. It comprised of two 

deuments, namely: 
1. Sprinklr Contracts FAQ: Who is Sprinklr and What do we Do? 
2. Mutual Non-Disclosure Agreement. 
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Sprinklr Inc. executed another Agreement dated 12" April 2020 with Mr. M. Sivasankar, 
Principal Secretary (TT) titled "Data Rights and Confidentiality Obligations in Connection 

with Sprinklr Donation of Sofware". 

These Agreements are limited to hiring and use of SAAS software application developed and 
deployed by Sprinklr Inc. Sprinklr Inc had made available their services on a Pro Bono basis. 
The Agreements had clauses regarding obligations to preserve the Confidentiality, Privacy 

ind Security of the data. The Agreements bound the parties not to disclose any infomation to 
ny third party without prior written consent of the disclosing party. The important clauses relating to Definition of Content, Jurisdiction, Right of Usage of 
Content and Data Hosting in as provided in these documents are as unde:- 

. "Content" means Inbound Content, Customer Content and informational content 
entered into the Sprinklr Account 

2. "Customer Content" means any material that is (i) entered into the Sprinklr Inc. 
account by Customer, an Agency or employee on behalf of or under the direction of 
Customer or 

(ii) Published through the Sprinklr Account to the connected Services for which 

Sprinklr has Connected Services Authorization. 

3. Inbound Content" means any information published on any Connected Service not 

created by a Customer User. Such information includes but is not limited to, in 

whatever form and/or nature, text, data, graphics, photos, audio, video, electronic 

messages, trademarks and other identifiers. 

4. "Miscellaneous" This Agreement shall be governed by the laws of the State of New 

York, without reference to conflict of laws principles. Any suit to enforce this 

Agreement shall be brought exclusively in the Borough of Manhattan, New York, and 

the parties hereby submit to the personal jurisdiction of such courts and waive any 

venue objection. This document contains the entire Agreement between the parties 

with respect to the subject matter hereof. Any failure to enforce any provision of this 

Agreement shall not constitute a waiver thereof or of any other provision hereof. This 

Agreement may not be amended, nor any obligation waived, except by a writing 
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executed by both parties. In the event any term of this Agreenent is found by any court to be void or otherwise unenforceable, the remainder of this Agreement shall remain valid and enforveable as though such term were absent upon the date of its execution. Neither party may assign this Agreement without the express written consent of he other party, and any prohibited assigument shall be void, provided that 
either party may assigm this Agreement pursuant to a merger, acquisition or sale of all 
or substantially all of such party's assets except in the event that the proposed assignee is a competitor of the other party. This Agreement shall bind and inure to the 
benefit of these parties and their successors and permitted. (Part of Mutual Non- Disclosure Agreement) 

5. Clause related to hosting of data" All data uploaded by any party and by any 
means to the Citizen Experience Management Platform by or from Kerala or its citizens is and will be hosted within the geographical boundaries of India and can be moved to whatever server or data centre that meets technical requirements and that Kerala specifies, at any time. (Part of Data Rights and Confidentiality Obligations in Conection with Sprinkir Donation of Software) 

6. 2.5 Customer grants to Sprinklr during the term of this Agreement a royalty-free, non-exclisive, non-transferable, worldwide right and license: (i) to copy, cache, store, reproduce, perform, display, use, distribute, transmit and generally make available the Customer Content in electronic form via the Internet, through wireless communications services and social media through the Platform in order to provide the Sprinklr Services to Customer in accordance with this Agreement; and (ii) to access Customer's accounts on the Connected Services in order to provide the Sprinklr Services. (Part of Master Service Agreement) All the clauses brought in Para 8 hereinabove are important from the point of view of Term ul' Roference of the Committee. 

9. CONTRACT ANALYSIS- CLAUSES REGARDING STORING OF 
DATA & OMNI RIGHTS TO SPRINKLR 

The important clauses relating to Security, Privacy and Confidentiality of Data in the 
Agreement executed by the Principal Secretary, IT Department with Sprinklr Inc. have been 
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brought out in Para 8 here in above. The Committee has noted that all the Agreements are in 

the standard format of Sprinklr Inc. and do not appear to have been discussed and negotiated 

with reference to the instant case where services were being provided on a Pro Bono basis. 

The Agreement granted omnibus rights on customer content to Sprinklr Inc. and it will be 

dilicult to enforce the responsibilities and liabilities on Sprinklr Inc. for any violation of the 

Agreement Clauses (including Breach of Ptivacy, Confidentiality and Security of Data) as the 

jurisdiction of the Agreements was at Courts of New York. These clauses are clearly not in 

he interest of the State of Kerala. 

10.SALIENT DETAILS OF THE RESPONSE RECEIVED FROM 

PARTIES 

The Secretary, Department of IT, Kerala Government had provided the background note and 

information relating to the process which was followed for consideration and the decision to 

wgange Sprinklr for using their Data Analytic Platform. There were, however, no structured 

cords made available which could be examined by the Committee to address issues stated 

in the terms of reference of the Commitee. 

There were several disconnected points which needed reliable information and evidence for 

unriving at definitive conclusioms and recommendations. The Committee, based on the 

information provided in the background note by the IT Department decided to interact with 

Mr. M Sivasankar the then Principal Secretary, IT Department, the present Secretary, IT 

Depurtment, Mr. Mohammed Y Safirulla, Director, CDIT; Managing Director, State IT 

Inliustructure Ltd and Director IITM-K. 

The C'ommittee was apprised that these officials participated in the decision-making process 
for suggesting implementation of appropriate IT platforms and the selection of a Digital 
Arnulytics Platform (SaaS application of Sprinklr Inc.). The Committee interacted with these 

officinls through the video platform. The Committee also interacted with key representatives 
of Sprinklr Inc. which included the CE0, General Counsel and technology domain experts of 
SprinkIr Inc. 

omerged from the interaction that an informal discussion group was formed within the IT 
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Dopartinent as an "IT Support Team" which met regularly, and discussed implementation 

plaus that could strengthen the state response to the COVID-19 pandemic scenario. The 

Modings of the IT Support Team were chaired by the Principal Secretary of the IT 

epartment and comprised of Heads of all Institutions under the IT Department and few 

wore experts apart from the above-named officials. 

Tlhe interaction provided somewhat varied versions of discussions, deliberations and their 

toles in the IT Support Group. The then Principal Secretary, IT Department, however, stated 

ut the said IT Support Team was in fact part of a larger group which used to meet every day 
aller Spm and that was steering all aspects of the COVID-19 pandemic in the State. The 

lurger group also included representative of the Health Department. Some of the meetings of 

he said group were participated by the Member Secretary, Kerala State Disaster 

Mnnugement Authority and Additional Chief Secretary, Revenue and Disaster Management. 

No structured minutes of meetings were prepared or recorded. 

Twe of the members namely Director, IITM-K and MD Kerala State IT Infrastructure Ltd 

nlhio examined the Techno-Legal aspects of the proposal of Sprinkir Inc. The Director, ITM 

K siuted that he was under the impression tha� log analysis of transactions caried on at the 

Digitnl Platfom installed by Sprinklr Inc. will be undertaken by CDIT to ensure aspects 

eting to privacy and security of data processed by the Digital Platform. He, however, in 

gCncrul expressed his ignorance on Legal and Contractual issues of the Agreement as well as 

nubuequent involvement in the project. 

The MI), Kerala State IT Infrastructure Ltd, on the other hand, insisted that adequate 

provisions were built in the Agreements to ensure the privacy and confidentiality of the data 

ntored and processed in the SaaS Platform of Sprinklr Inc. He however could not comment on 

he proccss of verifications and mechanisms implemented by Sprinklr Inc. It was the 

Cporsibility of CDIT to check and verify implementation of technical and procedual 

INeusures to ensure security and confidentiality of citizen data. It clearly emerged that Kerala 

SIale r Infrastructure Lid was only helping the IT Department as Advisors and the 

eonsibility relating to legal vetting of Agreement and technical implementation was of the 

IT Department. Mr M. Sivasankar, while strongly defending the utility of the Agreement and 

vorull process adopted in engaging with Sprinklr Inc, however, admitted constraints in 
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expertise in the area of Cyber Security in general in the State and more so on the digital 

platforms. 

11.MEASURES TO PROTECT THE PRIVACY AND SECURITY OF 

DATA AND SECURITY AUDIT CONDUCTED BY STQC 

1he committee was informed that the state government had issued several circulars to all 
concemed to take appropriate measures to protect the confidentiality, privacy and security of 
the data during the transit, processing and residing in the systems. It was also stated that 
Siprinklr Inc. had ensured that the data while residing in their cloud computer systems AWS 
ws cncrypted to avoid any stealing of the data. 

The Kerala State IT mission had also entrusted the task to conduct the security audit of the 
lata at the AWS server of Sprinklr Inc. to a CERT Empaneled auditor. Subsequently, STQC NI Agency of the linistry of Electronics and Information Technology (MEITY) was also 
rqrested to conduct similar security audit which was earlier undertaken by the Empanelled Auditor. For the purpose of the audit, CDIT had given access of the log file to STQC on 17h 
July 2020. The access to the Logs was provided via the following link: 

"https://awslogsforaudit.s3.ap-south-1.amazonaws.com/log.tar.gz" 
The report outlines the following: 

. As per the time stamp mentioned in the STQC report, the Log file was for the period 
Irom 3d April 2020 to 19th April 2020. It is Important to mention that the data 
collected from the fields Started flowing into AWS servers of Sprinklr Inc. from 25th 
March, 2020. The data was transferred to the CDIT on 15th April to 17 April 2020. 

2. The Iog file contained details of applications. Logs of Database, access and other 
trunsactions were not made available to STQC. Database Logs were restricted only to 
thosc events for which an error or a warning was flagged. 
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3. The scope of the audit was limited to third-party analysis of the submitted Log ile 

only. 

4. STQC had requested for additional information relating to the application, database 

and network architecture. The same was not provided to STQC. 

5. The log reflects that public as well as private P's access the application. 

6. The analysis of log reflects outbound data of the range varying few Megabytes to 

Gigabytes during the period to some Private IP addresses which belonged to AWS 

thereby indicating data transfer to some other accounts at AWS. STQC could not 

correlate the outbound data as the clarifications as well as the database logs and 
network diagram were not provided. The details of these IP's could have been 
provided only by either AWS or Sprinklr Inc. 

Tlhe Committee also noted from the information provided by the IT Department of Kerala 
thut the Joint Secretary of the IT Department, on behalf of the Principal Secretary to the 
iovemment of Kerala, had issued a letter dated 16h May 2020 directing Sprinklr Inc. as 

lollows: " I am to inform you that since the entire data has now been transferred to the 
goverment owned cloud web space in Amazon Web service, managed and controlled by 

(DT, the data if any available in the earlier instance with Sprinklr Inc. shall be destroyed 
And the same shall be confirmed." 

The Sprinklr Inc. wide letter dated 21st May 2020 to the Principal Secretary, IT Department 
Alnlod: "We are in receipt of your letter dated 16.05.2020, instructing Sprinklr to delete all 

naining data, from the period prior to the passing of he Order dated 24.04.2020, by the 

ln'ble High Court of Kerala, in the matter cited under reference above. 

in hercby confirmed, that acting under the instructions of the Government of Kerala, 
Spriuk lr has permanently deleted all such data available and remaining on its servers, from 

he period prior to the aforesaid Order dated 24.04.2020." 

Prlor to the said letter dated 16th May, a letter was also issued by the IT Department to CDIT 
Htd KSITM directing them that the data collected and collated from the citizens of the state in 
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:nection with COVID-19 containment activities should be anonymized before the same is 
whared with any third-party service provider/software (Sprinklr Inc in the instant case) used 
lor the processing of data. The access of such data should be allowed to any third-party Nervice providers/software as per the Agreement, only after completing and ensuring the 

process of migration. This was applicable to all the data already collected and to be collected 
in luture with respect to COVID-19 and should be used only for the purpose for which it has Iecn collected. 

It may be noted that there is a variation in the understanding and confirmation provided by Sprinklr Inc. with respect to the direction given by the State Government 

Aler studying the security audit report submitted by STQC and other information, the rommittee is of the view that no conclusion can be drawn regarding the flow of data out of he computer servers of Sprinklr Inc. storing and processing of the data sent by field offices of Kerala Government. The Committee could not get any answer regarding not providing Iogs of AWS systems of Sprinklr Inc. w.e.f. 25th March 2020 and why only limited and 
runeoted log files were provided to STQC by CDIT. The Committee did not get any answer 
w.r. anonymization of data handed over to Sprinklr Inc. prior to the order of the Hon'ble 
ligh Court of Kerala. No evidence was brought before the Committee of verification of 

Mewurity measures implemented by Sprinklr Inc. The Committee, therefore, is unable to 
ent on the Privacy, Confidentiality and Security of the data on the basis of the 
nlormation provided by CDIT. 

12.COMMENTS ON PROCEDURES 

( ie of the Terms of Reference of the Committee was to examine whether Adequate 
Procedures & Processes had been followed while finalizing arrangements with Sprinklr Inc. 

Tlw Committee is of the view that the proposal for installing a Digital Platform for analyzing 
in uch a crisis situation, the Crisis Management group headed by Chief Secretary should 

hAve been activated in which Finance Secretary, Revenue Secretary, Health Secretary, Law 

Sevrelary & IT Secretary should have been closely involved. From the files made available to 

un, it is clear that this Committee headed by the Chief Secretary did not meet during this 
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ugriod and discuss the proposal given by Sprinklr Inc. It is learnt that the proposal was not 
even discussed with Chief Secretary. 

AN per the rules of business, since Covid-19 is a health issue, the Data Management issues Hdould have been initiated and managed by the Health Department as was done earlier during tho Nipah crisis. The Health Secretary, Dr. Rajan.N. Khobragade, IAS, confirmed that there wIs no formal consultation with the Health Department, We were informed that the Health Secretary had recorded clearly in the file from the IT Department that this was entirely within the purview of the Health Department & IT Department should only play the role of a facilitator. The Health Secretary also mentioned that their Department had developed a sinilur kind of monitoring system with appropriate MIS which was used effectively during he Nipah Virus outbreak in the State. Similarly, one of the members of the Technical 'onmittee is also stated to have'suggested the use of a social media based analytic solution veloped by IITM-K. The Agreement with Sprinkir Inc., since it involves data protection& thuu security has legal implications. A few of the Clauses concerning data Security and Privney are highlighted in the previous section. It is opined that therefore before signing the Apreement, the Law Secretary should also have been consulted. There is no evidence on rocord which suggest such consultation was m�de with the Legal Department by the Principal Sereretary, IT. 

lurthor, in assessing the capability of Sprinklr Inc. to take up the project, a Technical 
ANsCSsment of the solution by a team of Technical Experts was essential. None of the persons 
uvolved in this exercise had the necessary technical expertise in dealing with the subject. 

lence it is clear that there was no team in the IT Department with appropriate knowledge and 
understanding of such a matter from Techno-Legal viewpoint. Similarly, no person from the 

IT Department or an external expert was entrusted with the job of monitoring the data that 
went into the Sprinklr Inc. application software and database system including validation of 
auta security procedures implemented during processing of data and also at the time of 

sferring data to CDIT computer systems. 

(n oxamining the Sprinklr Inc. Agreement, especially the MSA, the Committee was of the 

mnibus 
vlew that certain Clauses as mentioned in the Para hereinabove providing 
permission to Sprinklr Inc. were not in the interest of the State. By agreeing to the jurisdiction 
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of the US Court, the Kerala Government would not practically, have been able to take any 
Nction against Sprinklr Inc. for any infringerment and violation in Privacy and Data security of 

lata of Citizens of the State. It may be mentioned that health related data is classified as 

NUnsitive personal data. The Data Privacy Bill pending before the Indian Parliament also 
eussifies health related data as sensitive personal information. 

Rused on our review & examination of the records available with, it appears that due process 
was not followed by the IT Department in finalizing this contract. 

13.FINDINGS AND RECOMMENDATIONS 

The Committee has made all efforts to collect, analyze and discuss the findings, confining 
itself strictly to the Terms of Reference of the Notification of the Government of Kerala 

Based on our review and examination of the records available with us, it appears that a due 
process was not followed in finalizing this contract by the IT Department. 

From the beginning, the case was directly handled by the then Principal Secretary, IT, Mr. MM 
Sivasankar, who followed an ad hoc and unstructured approach. The members of the 

Technical Committee were not fully in the picture (as has been stated by them). There is no 

cvidence of proper approvals of the competent authorities - in fact, it will not be out of place 
to mention that proper records have not been maintained. Records of the meetings of the 
Technical Committee were not drawn up and were not given to the Enquiry Committee 

despite repeated requests. 

The platfom was never tested with regard to completeness, efficiency and utility at any point 
of time after its installation (no documents in this regard were shared with the Inquiry 
Committee). It may not be out of place to state that the said platform did not find use as was 

earlier perceived by the Kerala Government. All these issues have been discussed in detail in 
the earlier paragraphs. Finally, the Committee would like to point out that the approval of the 
Chief Minister who is also the IT Minister was not taken before the Agreement was executed 
with Sprinklr Inc. Since we are dealing with data security issues and entrusting sensitive data 
to a foreign company, this could be detrimental to the interest of the state and its citizens. 

20 



2 

oGAD(AIS-A) 

LIMITED CIRCULATION ONLY 
XNFIDENTIAL 

The Committee has observed several gaps and weaknesses in the capabilities of the IT 

Department in its understanding and Selection and Implementation of Data Analytic Digital 

Platforms. The gaps and weaknesses are related to Technical Skills and Lack of Processes 

The digital transformation will employ digital platforms for delivery of services to citizens 

and data analytics and rechnologies like Al, machine learning, big data and other Intermet- 

based technologies will be commonly used across disciplines and sectors. Resultantly, 

privacy and cyber security will pose a stiffer challenge going ahead and the situation will 

become more complex. It is, therefore, imperative that Kerala overcomes weaknesses and 

bridges the gaps and focuses on creating skills in Digital Technology and Cyber Security in 

the State and particularly CDIT and IT Department. 

It is recommended that: 

1. CDIT and the IT Department must equip themselves to carefully analyze the 

proposals recoeived from such companies like the case in this report. Had adequate 

care been used by the IT Depatment, the latter would have delivered better services 

to the Kerala Government. 

2. The projects are generally of specialized nature and require domain expertise. 

Therefore, domain speciso projects including digital platforms are necessarily 

implemented by the concerned department rather than IT/CDIT. The latter may only 

assist the line departments in implementation. It would result in ownership by the 

concemed Department. 

3. The staff of the 1T Department and particularly CDIT must be trained in 

Understanding, Selection, Development and Handling of the Emerging Technologies, 

Digital Platforms and Cyber Security. 

4. Robust and secure ICT infrastructure must be set up for installation of Digital 

Platforms. 
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5, Best Practices in respect of Managing and ensuring Security of Digital Platforms be put 

in place and implemented. 

6. Mechanism of checks and balances in implementation and monitoring the security of the 

digital platforms and the data contained in such platforms should be prescribed and 

implemented. 

7. CDIT must empanel the cyber security auditing companies for audit of the ICT systems 

of the Kerala government on a regular basis. 

8. Memorandum of understanding must be entered with central agencies like STQC, Indian 

Computer Emergency Response Team (CERT-in) and National Information 

Infrastructure Protection Centre (NCIPC). These agencies must be approached for 

training and skill upgradation of technical staff at CDIT 

Shri M. Madhavan Nambiar 
Dr. Gulshan Rai 

Chaiman 
Member 

. End of Report 
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